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ABSTRACT

The FTT-CAN (Flexible Time-Triggered Communica-
tion on Controller Area Network) protocol supports
timetriggered communication in a flexible way as well
as the combination of both time and event-triggered
traffic with temporal isolation. Different previous
papers have already discussed its potentialities and
presented worgst-case temporal analyss for both types
of communication. In this paper, after a brief review of
the main characteristics of the protocol, new issues
concerning its use in distributed embedded sygsems are
presented: the extenson for task dispatching and the
inclusion of techniques to improve fault tolerance,
namely master replication.

1 INTRODUCTION

Many digributed systems ether for automotive
gpplications or embedded in sSmpler machines or devices
rely in low processng power microcontrollers to
implement the functiondities required for esch node
Besdes the activities related to functiondities such as
data acquistion, actuation, preprocessng of raw data and
other process dependent operaions, these controllers are
dso  asubject to processng ovehead to  handle
communicaions. It is then difficult to include a red-time
kernd if multitask at the node levd is desred. Thus, the
posshility of contralling the dispatching of the tasks in
the different nodes without imposng a dSgnificant
overhead isan interesting issue.

A semind paper published by Tindel e a in 1994 [1]
introduced the idea of the joint scheduling of tasks and
messages, naming it holigtic scheduling as the overdl
system was trested as a whole. The perspective was to
verify the end-to-end response times for distributed red-
time software systems, particulally the ones conforming
toaTDMA architecture.

During 2001, Richard & d [2] addressed again the holitic
perspective. In their paper an optima priority assignment
for fixed-priority tasks and messages in an automotive
computerised system is presented. The target architecture
is based on multiple fiddbus networks connecting
uniprocessor computation units. Tasks and messages are
on-line  stheduled according to  fixed priorities  The
priority assignment is performed with a branch and bound
agorithm.

In what concerns this paper, in section 3, a very smple
solution for the holistic digpatching of tasks and messages
is presented. This solution is based on the particularities
of the FTT-CAN protocol [34], which has been
developed by the DES — Didributed Electronic Systems
team a the research unit IEETA in the University of

Aveiro. A brief review of this protocol is included, in
section 2.

Various aspects of message scheduling in FTT-CAN have
been sudied by the team during the last three years
including, recently, fault tolerance issues [12][13]. The
new approach of usng FTT-CAN for task dispatching
reinforces the need for fault tolerance. Some initid work
concerning one of the important aspects in this domain,
the master replication, is aso presented and discussed in
this paper, in section 4.

In section 5 of the paper, the conclusons are presented
and severd ongoing research works to vdidate the
preliminary idess here discussed are identified.

2. THEFTT-CAN PROTOCOL

Flexible operation is a rather important requirement in
modern industrid systems and it has to be supported at all
system levels, including the field level in process industry,
and the cdl and machine control levels in manufacturing
industry, where fieddbus-based communication sysems are
commonly found. Typical applications a these levels
require both time and event-triggered communication
savices, in most cases under stringent timing congtraints,
to convey dae daa in the former case and dams and
management data in the later. However, neither the
requirement for flexible operation under guaranteed
timeliness nor for joint support of time and event-triggered
traffic are efficiently fulfilled by most of exising fiddbus
systemsasitisdiscussedin [4].
FTT-CAN (Flexible TimeTriggered communication on
Controller Area Network) is a recent protocol which fulfils
both requirements. It supports flexible timetriggered
communication and an efficient combination of both time
ad evet-triggered traffic with tempora isolation. These
types of traffic are handled by two complementary
subsystems, the Synchronous and the Asynchronous
Messaging Systems, respectively. In [4], a judtification for
the needs that led to the development of a new protocol as
well as its detailed description and the worst-case temporal
analysis for both subsystems are adso presented, showing
the capability of the protocol to convey red-time traffic of
either type.
FTT-CAN supports synchronous messages transmitted
periodicaly and autonomoudy by the communication
sysem. A requirements table (Synchronous Requirements
Table - SRT) describes the periods (P), deadlines (D), sizes
(9, initid phasng (Ph) and priorites (Pr) of the
synchronous messages:

SRT={m =m(R,D,,S,Ph,, Py )i =1.Nger}
These messages are guaranteed to meet their deadlines by
using an appropriate online schedulability analysis. In



what concerns asynchronous messages, they are handled by
the communication sysem in an event-triggered fashion
according to a best-effort approach. However, offling, it is
possble to determine worst-case response times for these
messages, alowing their use to support sporadic hard redl-
time data transfers. The protocol assures a clear separation
between synchronous and asynchronous messages so tha
there is no negaive interference of the latter ones on the
timeliness guarantees for the former ones.

In FTT-CAN the bus time is broken down into fixed
duration dots caled eementary cyces (EC) composed of
two phases, synchronous and asynchronous. All periods
and deadlines are then expressed as integer multiples of the
EC duration (defined a <art-up). A speciad node, the
master, holds the SRT and it is responsible for scheduling
and dispatching. Every elementary cycle is initiated by the
EC trigger message, sent by the madgter, which carries the
identification of the synchronous transactions that must be
caried out during that EC (Figure 1-a)).

The identification of each message is done by asodaing
to it a one hit flag. The date of the flag indicates if the
correspondent message should or not be transmitted in the
EC. These hit flags are tranamitted in the deta field of the
trigger message.

The involved producers respond to the call issued by the
trigger message  trying to  trangmit  their  messages
concurrently within the synchronous phase. Contention on
the bus is left for the CAN native arbitration to sort out (fig.
1-b)).
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Figure 1: Centralized schedulingin FTT-CAN.

The EC duration is taken into account by a centralized
scheduler, runmning on the mager node so that dll
transactions scheduled for the same EC are guaranteed to
fit in. The protocol resarves a range of high priority
identifiers for this message.

The FTT-CAN protocol defines two non-overlapping
(isolated) windows within each EC for the transmisdon of
synchronous and asynchronous traffic respectively (Figure
1-b). This isolation is enforced a al nodes competing to
send asynchronous messages in order to guarantee that
these do not interfere with the timeiness of synchronous
ones

To achieve fleibility in what concerns on-line changes to
the synchronous requirements table SRT, a dynamic
scheduler must be used. However, dynamic scheduling
brings dong a dggnificant runtime overhead which, on
low-processng power microcontrollers, would necessarily
caue an impediment to an efficient network bandwidth
utilization. Thus, in order to reduce the runtime overhead,
the FTT-CAN protocol can be combined with a dynamic
tablebased scheduler known as planning scheduler [5].
This sctheduler scans the requirements table SRT and
produces a schedule table for a fixed duretion period of
time cdled a plan. The duration of the plan is independent
of the messages periods and so the plan is not cyclic in
generd, needing to be rebuilt periodicaly. Thus, changes o
the SRT table can be accounted for when building the next
plan.

Another approach using an FPGA based gpeciadized
coprocessor, the Planning Scheduler Coprocessor [6], haes
aso been developed. In this solution the impact of dynamic
scheduling is strongly reduced and the planning scheduler
does not need to be usad, since the coprocessor is capable
of scheduling ECson thefly.

3. TASK DISPATCHING WITH FTT-CAN

In what concerns this paper, a very smple solution for the
holigtic dispatching of tasks and messages is presented.
This solution is obtained by dightly adapting the FTT-
CAN protocol to include the trigger of task digpatching in
remote nodes, besides triggering just the trangmisson of
messages as it was explained in section 2. To do this, the
FTT-CAN trigger message tranamitted periodicaly by the
master includes a set of additiond flags besdes the ones
used for messages and the reserved bytes.

In figure 2 an example of the new digribution of the bit
flags in the trigger message is shown. As in the message
caxe, whenever a logic “1” is sent in a sedific flag, the
correspondent task should be dispatched in the node where
it must be executed.
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Figure 2 Example of trigger messages induding task
digoaching flags

As there must be one flag for each synchronous message
and for each task in the system, the 64 bits maximum data
length of a CAN messsge may become insufficient for
medium or large sized systems. A solution for this consists
in transmitting a second contiguous trigger message, thus



extending the number of available bits to 128. Consdering
the need for time resolution in red world distributed
systems, which conditions the minima EC duration, this
solution is feasble in the sense that the protocol overhead
for typica scenarios range from 3 to 6% (CAN a 500
Mbits/sec, EC with 10ms).
Anocther important issue in what concerns the limitation in
the number of flags is that this digpatching technique is not
specific of CAN. Recent work a Aveiro [7] has extended
the flexible timetriggered approach to message dispatching
in digributed sysems based in other communicaion
infragtructures, particularly Ethernet. It is obvious that in
this case there is not the same limitation in the number of
bits as in CAN, s0, again, the inclusion of task digpatching
ispossible.
This gpproach can be generdlised for dmost any type of
systems where multicast or broadcast of messages is
possible. The price to pay to include task dispatching is just
one additiond bit per task, which seems to be admost
indgnificant even in protocols where the length of useful
datain each messageislow asin CAN.
An interesting feature of this solution is the simplicity of
the kernd & the nodes, cdled a nano-kernd [8]. In fact it
can just be an interrupt driven piece of code adapted from
the one developed for FTT-CAN. Upon a trigger message
interrupt, first the messages to produce are sent to the
transmisson buffers and after the control of the CPU is
passed to the task whose trigger flag is set, T any. Some
pamcular characterigtics of the solution should be referred:

The trigger message can convey more than one flag

et for the same node.

The tasks can be prioritised & the node level or & a

system level.

A task triggered in an EC can preempt arunning

task if its priority is higher than the priority of this

oe

Severd tasks can be executed in sequence a a node

if triggered together in the same EC.

If required, a locd scheduler can be induded & the

node, with the trigger message being used to mark

the tasks release ingants (this implies additiona

processing overhead and may result in the need for

more powerful CPUs at the nodes).
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Figure 3: Example of task execution & the node leve

It can be seen that the mechanisms needed a the nano-
kernd to implement the previous features are rather smple
and well adapted to be handled by the typical controllers
used in automotive and other embedded applications.

The other advantage of this solution is that it may in the
future extend the flexibility obtaned for message
scheduling to task scheduling. The flexibility in message
scheduling comes from the use of ordine admission control

a the master node. This node can be used to receive
demands for changes in the message st or in the messages
parameters and, upon the results of a verification of
schedulability, accept or regject those changes. If accepted,
they can be introduced in the dispatching procedure some
ECs later or even dmogt a once, depending on the solution
used a the master node. If a software planningbased
solution is used then it takes some time to decide and to
include the changes. However, this time can be shortened if
the asynchronous message windows are used to transmit
the firg ingances of a new message dream [9]. If a
hardwarebased solution is used [10], the incluson of the
new message sream in the system can be teken into
congderation just one EC after the change request.

At this moment the ongoing work condss mainly in
adapting the naster to accept a Static task dispatching table.
This is rather smple for both solutions (software or
hardware). The problem of the joint scheduling will be
soon addressed. The use of a hardware co-processor [10] to
accderae admisson control and scheduling @ this levd is
one of theidessto explore.

4. MASTER REPLICATION in FTT-CAN

As it was seen above, FTT-CAN rdies in a specia node
cdled the madter for a sat of criticd operations admission
control, scheduling, dispatching. The extenson to tak
dispatching just increases this criticaity. Therefore, in
order to prevent such situation, a backup master must be
used. A backup master must monitor the network looking
for EC trigger messages. Whenever the next trigger
message is delayed more than a given tolerance the backup
enters into action and trensmits the missng EC trigger
message. From tha moment on, the backup must become
the primary master and the previous primary, if dill active,
must become a backup. Notice that more than one backup
mester may be used, as long as each one is assigned a
different priority.

The physical replication of the master nodes and the timing
mechanisms to detect mising trigger messages ae not
enough to guarantee a correct orHine replacement of the
maester. The backup masters must have a coherent copy of
the requirements table (SRT. They must dso be able to
produce exectly the same outputs (schedules which are
reflected in the trigger messages) as the primary mader in
chage, in order to guarantee replica determinism. An
important aspect is then the synchronization between
primary and backup masters.

The backup master can verify autonomoudy that
synchronization is required. In every EC al backup madters
compare their own schedules with the schedule conveyed
in the trigger messsge. Whenever an inconsgency is
detected the backup maester issues a synchronization
request, causing the current primary master to download
the SRT a wdl as the rdaive phasng information
necessaty to resume scheduling  synchronoudy. T his
process can be done in two different ways, depending on
the type of operation of the FTT-CAN based system.
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For a planing based approach [5], once the active
synchronization
(MST_DATA_QRY), it starts to download the SRT
table and the relative phasing data in two rounds. In the
first round, the SRT is split and conveyed into severa
messages (MST_DATA_ MSGPROP). These messages

request

only carry the datic information (e.g. period, deadline,
message IDs, etc). Once the firgt state transfer round is
complete, the dynamic scheduling dependent data (eg.
rlative phasing) is dso split into severa messages
(MST_DATA_SCHINF). The transmission of this last
date transfer round must be enclosed within a single




plan and only dater the scheduling of the next plan is
completed in order to assure the condstency of the time
dependent  scheduling data  Once the  scheduling
dependent data is fully received by the backup magter, it
waits for the beginning of the next plan to dart the
scheduling. After completing the scheduling of the next
plan, the backup master is ready to monitor the trigger
messages produced by the active master and replace it in
cax of falure, as soon as a new plan begins The
timeine of the ovedl synchronization process is
depictedinfigure 4.

For an EC by EC scheduling gpproach such as the one
ud when a hardware co-processor is available a the
master node, a <olution is foreseen in which the
synchronization can take less time. It condgts in adding
to the coprocessor an EC counter which permits to
determine, in each EC, the offset (EC_OFFSET) relative
to the dart of the scheduling operation. This offset
should be obtaned from the last daic information
avaladle, i.e, ether from the beginning of operation or
from the lagt accepted change in the message sat (new
messsge  accepted, message  diminated, change  in
messege parameter, ...). After the transfer of the static
data, the EC_OFFSET vdue can be trandfered & once
and the coprocessor can  dat  an  internd
synchronization procedure during which it caculates the
scheduling from the beginning till the current EC. This
procedure is identicd to the schedulability andyss
described in [11]. It can dso be done in just a fraction of
the EC duration.

The synchronization process is a time critica task since,
during its execution, modifications of the SRT are not
dlowed and the system may work without a backup
master (if just one replica exists). The process of
transmitting the detic information, which must be done
in both previous approaches, can take a few ECs
depending on the size of the SRT and on the current
network utilization. It is then important to develop new
solutions to accdlerate the synchronization, such as the
one proposed above.

Ancther issue currently under study is the problem of a
falure in the primary master during a synchronization
process. To tolerate this failure there must be a least 3
redundant masters and it is mandatory that one of the
backup masters keeps synchronized dl the time. This
can be made possible if dl the changes d the SRT are
done through the network. Backup masters can then
monitor those operations and keep aways synchronized
in the absence of exceptional Stuations. Changes a the
requirements table SRT issued localy a the primary
measter can nat, in consequence, be tolerated.

5. CONCLUSIONS

This paper presents a new solution, based in the FTT-
CAN (Flexible TimeTriggered communication on
Controller Area Network) protocol, which provides joint
dispaiching of tasks and messages thus enabling
complete synchronisation in the operation of the nodes
in a digributed system. The solution is well adapted to
the low-processing power microcontrollers frequently

used in typicad embedded applications due to the low
overhead it imposes in mogt of the system nodes.
However, it reies on a specific node, the master, which
has extended functiondlities.

The problem of achieving fault tolerance, common to
the use of FTT-CAN just for message scheduling, passes
then, among other techniques, by replicating the master
node. This pgper addresses adso the issue of master
replication with emphass in the synchronisation
processes needed to obtain replica determinism. This is
particularly important when the set of requirements can
be changed during system operation as it is the case in
FTT-CAN.
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