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Flexibility and safety are often con-
sidered conflicting concepts1 because flexibil-
ity implies dealing with changing
requirements that can, in turn, produce
unpredictable and possibly unsafe operating
scenarios. Therefore, some in the automotive
and avionic system design industry believe2

that a safety-critical system implies a fully sta-
tic system in which all operating conditions
are completely defined at pre-runtime. How-
ever, flexibility supports evolving require-
ments, simplifies maintenance and repair, and
improves efficiency in system resources. The
issue, then, becomes how to find a compro-
mise achieving flexibility without jeopardiz-
ing system safety.

Achieving this compromise is particularly
important in safety-critical systems that
demand resource efficiency. For example,
heavy pressure exists to reduce cost in auto-
motive distributed computer control systems.
Here, the communication infrastructure
deserves particular attention because of the
current trend toward encapsulating single
functions in separate nodes. This fully dis-
tributed scenario has several advantages:

• dependability, with easy replication of
nodes and definition of error-contain-
ment regions;

• composability, because the system is built
by integrating nodes that constitute inde-
pendent subsystems; 

• scalability, through easy addition of new
nodes to support new functionality; and

• maintainability, because of the architec-
ture’s modularity and easy node replace-
ment.

However, a high level of distribution also leads
to increased traffic on the network, which calls
for bandwidth efficiency to meet temporal
and throughput requirements.

Time vs. event
When reasoning about the efficient use of

the network bandwidth, it is necessary to con-
sider time- and event-triggered communica-
tion paradigms. In the automotive industry,
the move toward the time-triggered paradigm
seems clear with such system standard candi-
dates TTP/C3 (time-triggered protocol—for
class C safety requirements), Time-Triggered
Controller Area Network (TT-CAN),4 and
FlexRay.5 

According to the time-triggered paradigm,
all communication occurs at predetermined
times. Hence, transmission schedules are pre-
determined, leading to more foreseeable tem-
poral behavior. This is particularly suited to

Joaquim Ferreira
Instituto Politécnico de

Castelo Branco

Paulo Pedreiras
Luís Almeida

José Alberto Fonseca
Universidade de Aveiro

A NEW COMMUNICATION PROTOCOL FOR DISTRIBUTED EMBEDDED SYSTEMS

ATTEMPTS TO FIND A COMPROMISE BETWEEN THE OFTEN-OPPOSING GOALS

OF SYSTEM FLEXIBILITY AND SAFETY.

0272-1732/02/$17.00  2002 IEEE

THE FTT-CAN PROTOCOL FOR
FLEXIBILITY IN

SAFETY-CRITICAL SYSTEMS



the transmission of periodic message streams.
Moreover, by setting an adequate relative
phasing between message streams, designers
can control the collisions at medium-access
level, eliminating, or bounding, network-
induced mutual interference. This feature
leads to composability with respect to the tem-
poral behavior because elimination of mutu-
al interference allows the temporal behavior
of a subsystem when isolated, to remain unaf-
fected upon integration in the global distrib-
uted system. Relative phasing control also
provides improved temporal behavior under
heavy traffic conditions. The feature enables
better packing of transmissions in the com-
munication system. This means shorter worst-
case response times to communication
requests and more efficient bandwidth uti-
lization. Finally, the time-triggered paradigm
supports detection of connectivity failures at
the receiver because message-arrival times are
known across the system.

Despite these positive properties, the time-
triggered paradigm also has a downside: It is
inefficient concerning average network uti-
lization when one or more nodes generate
messages in a sporadic way and require fast
response. For example, with alarms, event-
triggered communication is more efficient
because senders transmit only in response to
significant state changes, that is, events.

Of course, the event-triggered paradigm
also has a downside. It does not support com-
posability with respect to the temporal behav-
ior because the asynchrony of node
transmissions leads to mutual interference
whenever nodes are integrated in the system.
In addition, the requirements for worst-case
communication can become higher when one
considers the situation in which all nodes
attempt to communicate simultaneously.
Thus, either we must use more bandwidth or
the response times to communication requests
will be longer. Finally, the remaining nodes
will not immediately detect a fail-silent fail-
ure, for example, caused by a system shut-
down in one node. To allow remote detection
of these failures, event-triggered systems typ-
ically use a heartbeat—a timed mechanism
using coarse synchronization.

Therefore, from the point of view of efficient
bandwidth use, the time-triggered paradigm
works better for periodic communication; the

event-triggered paradigm for sporadic commu-
nication. However, many practical applications
of distributed embedded control, such as auto-
motive systems, require the exchange of infor-
mation of both a periodic and sporadic nature.
The former is typically associated with control
loops and the latter with alarms and manage-
ment. Although these two types of traffic can
be conveyed over fully event-triggered sys-
tems—such as typical CAN-based systems, or
fully time-triggered systems, such as TTP/C—
network efficiency suggests using a combina-
tion of the two paradigms. Such a combination
must enforce temporal isolation between both
types of traffic. Otherwise, the asynchrony of
the event-triggered traffic will spoil the proper-
ties of the time-triggered traffic because of
mutual interference. A typical way to achieve
temporal isolation is to assign nonoverlapping
time windows exclusively to the transmission
of each type of traffic. Both TT-CAN and
FlexRay support such a combination.

Finally, as the name suggests, time drives
time-triggered communication. Thus, a
coherent notion of time must be enforced
across the system. Since nodes are asynchro-
nous by nature because of drift and limited
accuracy of local clocks, they require specific
systemwide synchronization mechanisms.
These, in turn, consume further bandwidth,
although normally just a small amount. Con-
versely, event-triggered communication does
not explicitly require a global notion of time
or systemwide synchronization mechanisms.

Flexibility and safety
Generically, the term flexibility means the

ability to change form. Since the term can
apply to many different areas, we need to
define exactly to which form we are referring.
For example, concerning embedded commu-
nication systems, we can refer to such aspects
as physical media, topology, bit encoding, live
insertion support, mode changes support and
rapid download of new application software,
and dynamic communication requirements
support. The number of options the system
supports determines its degree of flexibility.

Among these aspects, flexibility in dynam-
ic communication requirements brings up
higher concerns regarding safety. This is
because a change in communication require-
ments could lead to a network overload and
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consequent timing failures. Nevertheless, lim-
iting the extent of changes to guarantee the
timely behavior of the network is possible.

Currently, most distributed control systems
used in automobiles are not safety-critical
because they merely enhance the performance
of conventional mechanical systems (for
example, antilock braking systems and assist-
ed steering). However, in the near future,
fault-tolerant computer-control systems that
use active redundancy and can operate in the
presence of faults will replace the conventional
mechanical link between driver and actuators.
These systems, typically called X-by-wire, will
indeed be safety-critical. 

Despite eventual safety-critical require-
ments, network-traffic-parameter flexibility
remains important for greater network
resource efficiency. In this context, we con-
sider event-triggered communication systems
flexible, that is, they react promptly to com-
munication requests issued at any instant and
to instantaneous (variable) communication
requirements. Conversely, time-triggered sys-
tems, such as TTP/C, are not so flexible; com-
munication occurs at predefined instants
exclusively. These systems don’t take into
account runtime variations in application
communication requirements. However,
some degree of flexibility can be achieved with
TTP/C, since it allows dynamic changes with-
in a set of predefined operational modes. Nev-
ertheless, all modes must be based on the same
time-division multiple access (TDMA) round
and be preconfigured in all nodes. TTP/C also
supports the dynamic addition of nodes and
messages if designers have reserved the
required space in the TDMA round and clus-
ter cycle. This, however, keeps extra band-
width allocated, even when not immediately
needed, making it bandwidth inefficient.
Therefore, the flexibility of TTP/C in terms
of support to dynamic communication
requirements is still limited.

The systems that combine both event- and
time-triggered paradigms present an inter-
mediate level of flexibility due to the event-
triggered part (this holds true for both
TT-CAN and FlexRay). FlexRay makes the
claim of flexibility for this very reason. Notice,
however, that in both systems, the time-trig-
gered traffic requires pre-runtime static defi-
nition and is thus inflexible. This inflexibility

decreases using the same technique as applied
in TTP/C (reserving extra bandwidth at
design time for runtime use in accommodat-
ing new messages).

A new protocol
We propose the flexible time-triggered com-

munication on CAN (FTT-CAN) protocol6

to overcome inflexible handling of time-
triggered traffic in distributed computer-
control systems. FTT-CAN combines both
time- and event-triggered paradigms in an effi-
cient way, taking advantage of the underlying
medium-access control of CAN. The main
feature of the protocol supports online changes
to time-triggered communication require-
ments, such as adding new messages, remov-
ing existing ones, or adapting their parameters
such as period. The protocol includes a
dynamic traffic scheduler that takes into
account current communication requirements.
An online admission control rejects any change
request that might compromise the continued
timely behavior of the system.

The main aim of the protocol is to support
efficient network utilization when subsystems
undergo changes in operating modes. It does
this by sharing network bandwidth. Each sub-
system only uses the bandwidth that it current-
ly needs. The higher efficiency of this approach
is obvious when several subsystems do not oper-
ate simultaneously, for example, with cruise
control and antilock braking in a car.

The dynamic traffic scheduler supports extra
flexibility in two ways: The scheduling policy
can change online, for example as a response to
an overload, and omitted messages, due to
node failures or transmission errors, can be
rescheduled within the respective deadlines
using backward error-recovery techniques.
TTP/C, TT-CAN, or FlexRay do not support
any of these FTT-CAN features because of
their static approach to managing time-trig-
gered traffic. Table 1 compares efficiency for
both types of traffic and for dynamic time-trig-
gered communication requirements between
FTT-CAN and the other protocols. 

TTP/C receives the lowest score for efficient
handling of event-triggered traffic because it
handles this traffic type in the same way as
time-triggered traffic, using dedicated time
windows called event channels. If there is no
message to convey, the system wastes that win-
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dow of bus time. FlexRay uses
defined bus windows shared
by all nodes to send the event-
triggered traffic, making it
more efficient than TTP/C.
FlexRay, however, uses a col-
lision-free medium-access
mechanism, which is equiva-
lent to assigning different wait
times to asynchronous mes-
sages according to their prior-
ity. This mechanism can result
in substantial bus idle time
when there are ready-to-send, yet low-priori-
ty messages. TT-CAN and FTT-CAN also
allow event-triggered traffic to share defined
bus windows. Moreover, they both take advan-
tage of the deterministic collision resolution
mechanism of CAN, which assigns priorities
embedded in message identifiers and lets nodes
try to immediately send messages within the
allowed windows. This mechanism handles
event-triggered traffic more efficiently and flex-
ibly than those used in TTP/C and FlexRay.

For efficiency in handling time-triggered traf-
fic, the figures become inverted. TPP/C receives
the highest score because it uses a highly packed
format with several messages piggybacked in a
single frame, and it doesn’t use explicit message
identifiers or addresses. Messages are identified
by the time at which they are transmitted. On
average, TTP/C supports data efficiencies (the
ratio between time to transmit data bits and bus
time) between 60 and 80 percent, with a theo-
retical limit of around 95 percent. In the cur-
rent version of FlexRay,5 a new maximum data
payload of 246 bytes per frame leads to data effi-
ciency figures close to those of TTP/C. As for
CAN-based systems, because of its maximum of
8 bytes per frame, average efficiency figures are
between 30 and 40 percent, with a theoretical
limit of around 50 percent.

FTT-CAN
We first presented the original idea under-

neath the FTT-CAN protocol at the 19th
IEEE Real-Time Systems Symposium.6 The
main features of the protocol are

• flexible handling of time-triggered traffic;
• support for on-the-fly changes both on

the message set and scheduling policy; 
• online admission control of change

requests for the time-triggered traffic;
• indication of temporal accuracy of time-

triggered messages;
• support for different types of traffic (time

triggered, event triggered, hard real-time,
soft real-time and non-real-time;

• temporal isolation, that is, time and
event-triggered traffic do not disturb each
other; and

• efficient use of network bandwidth.

As the name suggests, we built the FTT-
CAN protocol on top of CAN. We realized,
however, that we could abstract away the
underlying network, leading to the so-called
network-independent FTT paradigm. The
application of this paradigm to different net-
works results in a set of protocols of which
FTT-CAN is an example. Recently, we
applied the same paradigm to Ethernet, lead-
ing to FTT-Ethernet.7 

Any protocol following the FTT paradigm
must fulfill the properties referred to previ-
ously in the list. We achieve this compliance
by enforcing a synchronized cyclic framework
based on four main features: centralized syn-
chronization, centralized traffic scheduling,
master/multislave transmission control, and
a producer-distributor-consumer cooperation
model.

Centralized synchronization builds, in a
simple way, a coherent notion of time across
the system. The bus time is organized as an
infinite sequence of fixed duration windows
called elementary cycles (ECs)—the duration
is defined at pre-runtime. A special trigger
message (TM) indicates the start of each EC.
A particular master node broadcasts the TM,
which synchronizes all nodes in the system.
The duration of the EC sets the temporal res-
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Table 1. Traffic and communication handling 

efficiency in different protocols. 

                                        Relative efficiency                                              

Dynamic time-triggered 

Event-triggered Time-triggered communication

Protocol traffic traffic requirements support

TTP/C Lower Higher Lower
FlexRay Medium Higher Lower
TT-CAN Higher Lower Lower
FTT-CAN Higher Lower Higher



olution of the time-triggered part of the
communication system. Consequently, the
transmission periods of the traffic are integer
multiples of the EC duration.

Centralized traffic scheduling allows locat-
ing both the communication requirements
and the message scheduling policy in one mas-
ter node, facilitating online changes to both
and achieving a high level of flexibility. Such
centralization also facilitates implementation
of online admission control in the master
node, guaranteeing traffic timeliness for
changing communication requirements.

Master/multislave transmission control
allows enforcing the traffic timeliness in the bus
and achieving a high-bandwidth efficiency. In
the first aspect, typical of master-slave trans-
mission control, the master explicitly tells each
slave when to transmit, thus enforcing traffic
timeliness. The second aspect results from the
protocol using a master-slave transmission con-
trol on a per (elementary) cycle rather than a
per message basis. A single master message trig-
gers several slave messages in a single EC, thus
reducing the number of control messages and
consequently increasing bandwidth efficiency.
The TM data field conveys the so-called EC
schedule, that is, the messages that must be
transmitted within the respective EC, as Fig-
ure 1 shows. These messages are transmitted
synchronously within the EC’s framework. 

As opposed to typical time-triggered systems,
a master/multislave system does not explicitly
need a global distributed time base. The master
node tells the nodes when to transmit time-trig-
gered messages. The system uses a centralized

time base within the master
only, to trigger transmissions
via the EC schedule broadcast
in the TMs. Furthermore, the
centralized scheduling and
master/multislave features
facilitate complex or costly
scheduling policies implemen-
tation, with no impact on any
node except the master. All
other nodes promptly follow
the EC schedules. For exam-
ple, we have efficiently imple-
mented earliest-deadline-first
scheduling of messages using
the FTT paradigm.8

Finally, the time-triggered
communication in FTT-CAN follows the
producer-distributor-consumer cooperation
model,9 such as the periodic traffic in the
world factory instrumentation protocol
(WorldFIP). The nodes that generate data rel-
evant for other nodes transmit (produce) the
data when the master—that is, the distribu-
tor—tells them. The nodes that need a par-
ticular datum—for example, the temperature
of sensor X, or the pressure of sensor Y—scan
the network traffic for the information and
receive it, that is, consume it, once detected.
This model inherently supports one-to-many
communication and requires source address-
ing, which is the native addressing mechanism
in CAN. With respect to the combination of
time- and event-triggered traffic, the EC is
divided into two distinct phases—one for
each type of traffic—called synchronous and
asynchronous windows. The event-triggered
traffic is asynchronous because the applica-
tion can request the respective transmission
at any time regardless of the EC framework.

These FTT-CAN features are independent
of the underlying network and, thus, are pre-
sent in any FTT protocol. There are, howev-
er, several network-specific features
concerning the traffic organization and time-
liness enforcement within each EC and the
support for event-triggered traffic. In this par-
ticular case, the FTT-CAN protocol takes
advantage of the CAN-prioritized, distributed
media access control (MAC) with its nonde-
structive bitwise arbitration mechanism. For
example, the synchronous messages scheduled
for a given EC can be triggered simultaneously
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EC trigger
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TMSM1SM2SM4SM13

0 0 0 0 1 0 0 0 0 0 0 0 0 1 0 1 1 0

Synchronous messages

Bit 16 Bit 8 Bit 0

Data bits of trigger message (EC schedule)

Figure 1. Master/multislave access control. Slaves produce synchronous messages accord-
ing to an elementary-cycle schedule conveyed by the trigger message. If the x data bit is 1,
then message x is produced in this EC; if it is 0, then message x is not produced. 



within the respective synchronous window. It
is up to the distributed MAC of the CAN to
resolve collisions and serialize message trans-
missions.

For concerns about event-triggered (asyn-
chronous) traffic, the situation is similar. Slaves
with pending requests might try to transmit
immediately, but only within the asynchro-
nous window of each EC, shown in Figure 2.
This scheme, similar to the arbitration win-
dows in TT-CAN, allows a very efficient com-
bination of time- and event-triggered traffic,
resulting in low communication overhead and
shorter response times.

As seen in Figure 2, the synchronous win-
dow is processed after the asynchronous one,
close to the end of the EC. As a result, the start
of the synchronous window varies depending
on the length of the messages scheduled for
that EC. The TM also conveys the instant in
which the synchronous window of each EC
must start, relative to the reception of the TM.
Nevertheless, the protocol establishes a max-
imum duration for the synchronous windows
and, correspondingly, a maximum bandwidth
for that type of traffic. This reserves minimum
bandwidth for the asynchronous traffic.

To enforce a strict temporal isolation
between synchronous and asynchronous traf-
fic, FTT-CAN prevents the start of transmis-
sions that won’t complete within the
respective window. We achieve this by remov-
ing from the network controller transmission
buffer any pending request that cannot com-
plete within that interval, keeping it in the
transmission queue. As a consequence, a short
amount of idle time might appear at the end
of the asynchronous window (α in Figure 2).
Variation in the stuff bits used in the physical
encoding of CAN messages might make a
short amount of idle time appear at the end of
the synchronous window. 

Master node
A synchronous requirement table (SRT)

residing in the master node holds the commu-
nication requirements of time-triggered traffic.
Each SRT entry contains the description of one
periodic (synchronous) message stream. These
parameters include identification; data byte
length; maximum transmission time; period
length; deadline; relative phasing; message
stream value to the application; attributes indi-

cating acceptable operations over the message
stream; and a list, or range, of specified para-
meter values. These attributes or ranges limit
flexibility on a per stream basis. They can indi-
cate that no online changes are accepted for a
given stream (static stream), or that the stream
properties might be changed online (dynamic
stream), such as adapting its period or relative
phasing. In this case, the adapted values must
always be within the list or range specified. 

The central component within the master
internal architecture, depicted in Figure 3 (next
page), is the SRT. The traffic scheduler executes
online, recurrently scanning the SRT to build
the EC schedules broadcast on the network.
Therefore, the scheduler takes into account any
change in the SRT when next invoked. This
makes the system highly flexible for dynamic
time-triggered communication requirements.
All change requests, however, go through the
online admission control block before accep-
tance in the SRT. This enforces timely behav-
ior of the communication system and assures
that changes don’t go beyond the flexibility con-
straints described by the attributes.

As stated previously, the scheduler executes
online, with runtime computing costs direct-
ly related to the scheduling policy. The sched-
uler can execute in low-processing-power
microcontrollers (for example, a demonstra-
tor was built using Philips 80C592 con-
trollers). When the scheduling incurs high
computing costs, we use either a more power-
ful CPU or a special-purpose scheduling
coprocessor. The respective cost penalty is con-
fined, however, to the master node. 
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Figure 2. The double phase elementary cycle with synchronous and asyn-
chronous windows.



Two subsystems—the synchronous mes-
saging system (SMS) and the asynchronous
messaging system (AMS)—manage the com-
munication services delivered to the applica-
tion by FTT-CAN. The SMS offers services
based on the producer-distributor-consumer
model and handles the synchronous traffic
with autonomous control, that is, the network
interface exclusively carries out transmission
and reception of messages without interven-
tion from the application software. Shared
buffers pass data to and from the network. The
AMS offers send-and-receive basic services
only. The AMS follows an external control
approach according to which the application
directly initiates the transmission. The SMS
delivers services to manage the SRT, making
use of special-purpose asynchronous messages.

Fault hypothesis
We need to thoroughly determine the

impact of network errors and node failures to
use FTT-CAN in safety-critical applications.
We use fault tolerance techniques to limit that
impact, which, however, increases system cost.
The particular configuration of the FTT-
CAN design lets the designer determine the
degree of complexity or fault tolerance. 

The fault hypothesis that we consider in the
protocol takes into account physical faults, such

as those related to electromagnetic interference,
defects, or damage. Moreover, as is common in
all bus-based systems, the hypothesis does not
tolerate partitioning unless the bus is replicat-
ed. In addition, we consider every node in the
system as fail-silent—that is, it transmits either
correctly or not at all. A node can be fail-silent
in the time domain where transmissions occur
at the right instants only, or in the value domain
where messages contain correct values only.
FTT-CAN enforces fail silence in the time
domain in all nodes by using bus guardians:
autonomous devices with respect to the node
host processor that enforce adequate timing in
the node transmissions. Upon reception of a
TM, FTT-CAN bus guardians synchronize
their internal timers, decode the trigger-mes-
sage contents (duration of synchronous and
asynchronous windows and EC schedule), and
block transmissions with the wrong timing. In
the value domain, the protocol considers fail
silence in the master node only. In this case, the
scheduler and the SRT are replicated internal-
ly. Whenever the EC schedule built by the
scheduler replica does not match the one built
by the primary scheduler, no TM is generated.
The remaining nodes are application specific—
if this fail-silent behavior in the value domain
is desired, it must also be implemented within
the node. 
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Figure 3. Master node’s internal architecture.
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In a replicated bus scenario, each node
attaches to both redundant buses using inde-
pendent network controllers. Every transmis-
sion carried out on both buses occurs with the
automatic retransmission upon network errors
disabled. The system considers a transmission
successful if at least one of the transmissions
in both controllers was successful. On the
reception side, all nodes receive messages from
all redundant media and discard the replicas
by comparing the identifiers.

Transmission errors
Electromagnetic interference, bad connec-

tors, or cabling short circuits can cause trans-
mission errors. When this happens, the
original CAN protocol triggers an automatic
retransmission. This feature provides reliable
communication. Timeliness, however, suffers
because the retransmission takes place inde-
pendently of the temporal validity of the
respective message.

In FTT-CAN, unless replicated buses are
used, there is no need to disable the automat-
ic retransmission since its duration is limited
by the duration of the window where the
retransmission takes place. All transmission
activity is suspended at the end of each win-
dow in every EC, including retransmissions.
This leads to error confinement within both
subsystems—any error in the SMS does not
affect the AMS and vice versa. Within each
subsystem, the designer can allocate extra time
to cope with errors as forecast by an appropri-
ate error model10 (this is fault-tolerant sched-
uling). Possible errors, however, beyond the
error model might occur. An active mecha-
nism based on the master node handles these
errors according to a never-give-up strategy. A
bus monitoring mechanism looks for missing
synchronous messages. If the respective pro-
ducer node did not send a particular message
instance, the master tries to reschedule the
message for future ECs11 within the message
deadline, in a best-effort approach. The TM
always transmits in single-shot mode. If any
error occurs during the TM’s transmission, it
will not effectively broadcast, resulting in an
omission handled with master replication.

Replication and synchronization
The reception of the TM synchronizes the

entire FTT-CAN-based distributed system.

When no such message occurs, a temporary
loss of connectivity occurs. One or more back-
up masters prevent such a situation. These
masters monitor the network looking for
TMs. Whenever the next TM is delayed more
than a given tolerance, the backup masters try
to transmit the missing TM. The first backup
master that succeeds becomes the primary
master. All others receive the recovered TM
and become, or remain, backup masters. In
cases of transmission of an error-corrupted
TM, the system considers it an omission and
both active and backup masters will retry
transmission.

Fundamental to this design is the synchro-
nization between primary and backup mas-
ters. Since schedulers running on the masters
are dynamic, it must be guaranteed that in
each EC they generate similar schedules.
Thus, in every EC, all backup masters com-
pare their schedules with the one conveyed by
the TM. Moreover, they also compare a short
cyclic sequence number encoded in the TM.
If a backup detects an inconsistency, it issues
a synchronization request to the primary. This
causes the current primary master to down-
load the SRT and the relative phasing infor-
mation necessary to resume scheduling
synchronously. This process might take a few
ECs depending on the size of the SRT and
current network utilization. During this time,
the resynchronizing backup remains inactive.

At startup, a relatively simple synchroniza-
tion procedure assures that only one master
becomes the primary one. Any starting (or
restarting) master waits for a preconfigured
time, that is, an initial period lasting for a few
ECs, where it listens for a TM. If one is detect-
ed, this indicates that the system is running
and that a primary master is working. Thus,
the starting master issues a synchronization
request and enters backup mode as soon as
the synchronization process completes. If no
TM occurs during the initial listen period, the
starting master assumes that it is the first mas-
ter activated, starts the scheduler, and tries to
enter primary mode by transmitting a TM.
However, other starting masters might also
compete simultaneously to become primary.
Therefore, all of the starting masters check for
successful transmission. The master that suc-
ceeds becomes the primary. The others receive
the transmitted TM, issue a synchronization
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request, and enter backup mode.
Finally, a membership service enables the sys-

tem to know which backup masters are present
as well as their operational status. This service
uses a regular query, broadcast by the current-
ly active primary master, to which all opera-
tional backup masters respond with
information about their status. This service uses
special-purpose asynchronous messages whose
transmission frequency is setup at pre-runtime.

The adoption of CAN to support the FTT
paradigm has several advantages. It great-

ly simplifies efficient handling of event-triggered
traffic because of the deterministic collision res-
olution mechanism embedded in the respective
MAC. Moreover, CAN network controllers and
cabling are relatively inexpensive, an important
aspect in the automotive industry. And last, but
not the least, the relatively robust physical layer
with respect to error detection and tolerance of
physical faults lets FTT-CAN systems operate
in harsh environments.

Nevertheless, the maximum standardized
transmission speed on CAN is 1 megabit per
second, which limits available bandwidth and
puts more emphasis on efficient bandwidth
utilization. TT-CAN suffers from the same
limitation, but both FlexRay and TTP/C use
considerably higher transmission speeds.
FlexRay’s transmission speed is 10 Mbps;
TTP/C’s is 2 to 25 Mbps. Of course, these
larger bandwidths allow a more relaxed
approach toward efficient bandwidth utiliza-
tion. Nevertheless, despite being a controver-
sial topic within the automotive systems
design industry, with the current trend of
increasing the number of subsystems in a car,
even those bandwidths will probably become
scarce in the near future.

Therefore, to cope with an ever-growing
bandwidth demand, we have recently proposed
a new FTT-based protocol that is supported on
Ethernet (FTT-Ethernet7). Such as FTT-CAN,
this protocol shares the properties inherent to
the FTT paradigm. It enforces a collision-free
MAC on Ethernet and allows taking advantage
of scalable transmission speeds, low-cost net-
work adapters, and hierarchical topologies
based on hubs and switches. Safety issues are
being currently addressed. Once completed,
the FTT-Ethernet protocol will support more
bandwidth-demanding applications such as

multimedia systems, computer vision, naviga-
tion systems, and broadband Internet access,
all integrated in a flexible and safe communi-
cation framework. MICRO
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