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ABSTRACT

This article presents a fast, secure handover protocol for
802.11 networks. The protocol keeps the security func-
tionalities of 802.1X but uses a new reauthentication pro-
tocol that promotes fast handovers during reassociations.
The reauthentication protocol recovers the original 802.11
paradigm: authenticate first, reassociate next. Following
this paradigm, we conceived two new 802.11 authentication
and reassociation protocols, which allow a mobile station to
perform 802.1X reauthentications before reassociations with
the same functionality of a complete 802.1X authentication.
Furthermore, reassociation protocols are authenticated, pre-
venting denial-or-service scenarios that are not handled by
802.11i. Our new approach requires little from the environ-
ment, namely a new, central Reauthentication Service, for
storing data used in the reauthentication of stations. The
time of security-related tasks that contribute to handover
delays was dramatically reduced to 1.5 ms, while an 802.1X
fast resume takes more than 150 ms. Finally, our protocol
addresses most design goals and problems stated by stan-
dards’ working groups for fast, secure roaming in 802.11.
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curity and protection
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1. INTRODUCTION

The widespread deployment of 802.11 Access Points (APs)
is a strong incentive to the mobility of people while keeping
their network connections. However, while mobility is possi-
ble, the support for fast handovers of mobile stations (STAs)
is still incipient. Namely, handovers in wireless networks re-
quiring 801.1X authentications take a non-negligible time,
which create noticeable outage periods.

Currently, 802.1X is the accepted standard for implement-
ing strong authentication and access control in large wireless
networks. Furthermore, this standard enables the mutual
authentication of an STA and an access network provid-
ing by one organization, even when the user managing the
STA is known and authenticated by another organization.
Unfortunately, this standard, by design, is not suitable for
implementing fast handovers of mobile STAs. This hap-
pens because, with 802.1X, the reassociation of an STA to
a different AP takes place before the mutual authentication
between the STA and the AP (or network) where he got reas-
sociated. This means that the time expended in the mutual
authentication of STAs and APs will always contribute to
the outage time during a handover (see Figure 1).
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Figure 1: Outage periods after reassociations with
802.1X authentications.
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Figure 2: Outage periods after reassociations with
our new 802.11 authentication and reassociation
protocols.



In this article, we provide a new approach for dealing with
intra-domain, mutual reauthentications of mobile STAs and
802.11 wireless networks. Our approach recovers the 802.11
principles for reassociation of mobile STAs, which are the
following: first, the STA is authenticated by a candidate
serving AP, while associated with a currently serving AP;
then it gets reassociated to the new serving AP. With this
model, outage periods during handovers are reduced to the
time to perform reassociations and network configurations,
but not authentications (see Figure 2).

To design the new approach, we isolated the functional-
ities provided by 802.1X and we implemented them in two
new 802.11 authentication and reassociation protocols. The
new authentication protocol performs a fast 802.1X reau-
thentication, though some 802.1X functionalities are dele-
gated to the new reassociation (e.g. multicast/broadcast
group key distribution). This way, we completely avoid
802.1X-related negotiations after a reassociation protocol
while keeping the security features of 802.1X.

For implementing the 802.1X reauthentication we also
adopted the general reauthentication architecture and key
hierarchy proposed by the HOKEY (HandOver KEYing)
IETF Working Group [16, 21], which uses a local HOKEY
service and key hierarchies starting in the 802.1X EMSK
(Extended Master Session Key). Our proposal is also inline
with a TGi (IEEE Task Group i) goal: handovers to new
serving APs should not require full 802.1X authentications.

This article is organized as follows. Section 2 overviews
the 802.1X authentication in 802.11 networks. Section 3
presents the related work. Section 4 presents our contribu-
tion and Section 5 evaluates its security. Section 6 presents
some practical considerations about the new reauthentica-
tion and reassociation protocols. Section 7 describes a proto-
type implementation of the two new protocols and Section 8
evaluates their performance, namely the reduction of outage
delays. Finally, Section 9 presents the conclusions.

2. 802.1X IN 802.11 NETWORKS

The 802.1X architecture is formed by three types of en-
tities: Supplicant, Authenticator and Authentication Server
(AS). In a 802.11 network, the Supplicant is the STA and
the Authenticator is the AP. Local AS’s may use the ser-
vices provided by remote AS’s to authenticate Supplicants
belonging to roaming users (using, for instance, a hierarchy
of RADIUS servers [25]).

In 802.11 networks, the 802.1X has three phases (see Fig-
ure 3). In the first phase, the Supplicant connects to the Au-
thenticator, which requires two 802.11 protocols: authenti-
cation and (re)association. As no secrets are shared between
them at this stage, OSA (Open System Architecture) au-
thentication is used and no effective authentication occurs.

In the second phase, Supplicant and AS mutually authen-
ticate each other using an EAP-based protocol relayed by
the Authenticator. At the end, they share two secret keys,
EMSK (Extended Master Session Key) and MSK (Master
Session Key), and the AS securely uploads MSK to the Au-
thenticator. Both Supplicant and Authenticator use then
MSK to derive PMK (Pairwise Master Key).

In the third phase, Supplicant and Authenticator mutu-
ally authenticate each other, using PMK and a 4-way hand-
shake protocol (4WHP, see Figure 4), and negotiate a session
key, PTK (Pairwise Temporary Key) from PMK and two
nonces, N1 and N2. Along this protocol, both the STA and
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Figure 3: 802.1X phases, negotiated keys (EMSK,
MSK and PTK) and derived keys (PMK).
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Figure 4: 802.1X third phase, 4-way handshake pro-
tocol, where Supplicant and Authenticator negotiate
a fresh PTK from PMK and nonces N1 and N2.

the AP authenticate the copies of the RSN IE (Robust Se-
curity Network Information Element) values received in the
802.11 (re)association performed in phase 1. Finally, the AP
also sends to the STA a Group Temporary Key (GTK) for
protecting multicast/broadcast transmissions.

The PTK subdivides itself in three other keys: KCK (Key
Confirmation Key), KEK (Key Encryption Key) and TK
(Temporary Key). KCK is used to authenticate the last
three messages of the 4HWP by means of a MIC (Message
Integrity Code) computed over the messages’ contents. Se-
cret portions of these messages, namely the GTK, are en-
crypted with the KEK. Finally, the TK is used by Supplicant
and Authenticator to encrypt and authenticate data frames.

3. RELATED WORK

The scope of our work is to achieve fast intra-domain han-
dover by avoiding the full 802.1X authentication each time
a handover occurs. There are two main approaches for tack-
ling this problem: (i) proactive security context transfers
between APs and (ii) fast recreation of new security con-
texts in new serving APs; our contribution follows this last
one. Some hybrid approaches exist as well.

Using security context transfer between APs for fast han-
dover is appealing because it reduces the reassociation work-
load required to STAs [20, 11, 22] or makes it completely
disappear [26]. Some proposed architectures manage APs
as physical terminals of a “central AP” managed by the net-
work, where an STA’s security context can be migrated to
the AP, or APs, closest to the STA [26, 22].

However, context transfers also have disadvantages. The
first disadvantage is that the network of APs must have some
management infrastructure for handling inter-AP secure mi-
gration of security contexts: [20] uses a Neighbour Graph of
APs and requires the establishment of security associations



between arbitrary APs; [11] uses the AS and AP neighbour-
hood information; [26] uses a centralized Access Controller,
which takes full control of handover decisions; [22] uses a
centralized CAPWAP architecture [8], which involves extra
network entities and requires extra facilities for managing
switches’ tables. These management infrastructures raise
several security issues, which are described in [3].

The second disadvantage is that, according to 802.11i [18],
key hierarchies used in each AP for a given STA (starting in
PMK) must be different, which means that STAs and APs
must nevertheless run a 4WHP after a reassociation [20, 11,
22]. In [11], though, was proposed an alternative approach
for postponing the 4WHP, by temporarily reusing a PTK
distributed by the previously serving AP.

Running this protocol is also mandatory if RSN IE ele-
ments provided by different APs of the same network are
different. On the other way, in systems were STAs do not
notice when being served by different APs, as in [26], it is
very hard, if not impossible, to deploy heterogeneous sets of
APs.

The third disadvantage is that APs must proactively ex-
change contexts before the actual occurrence of reassocia-
tions [20, 11, 22], possibly wasting time and resources for
tackling a problem that may never exist. Moreover, all this
effort may not be enough; in [20, 11] the STA must run a
complete 802.1X authentication whenever associating to an
AP outside the Neighbour Graph of the previous AP.

Finally, the fourth disadvantage is that enabling STAs to
be transparently served by different APs, as in [26], compli-
cates the management of access networks, namely the man-
agement of link layer routing and address translation tables.

When security contexts are recreated in new serving APs,
for implementing fast handovers, some optimizations must
occur to reduce post-reassociation 802.1X delays.

In [1] was proposed an 802.1X pre-authentication to be
performed before 802.11 reassociations. However, they do
not handle fast reauthentications, they only use the basic
802.1X protocol; therefore, are less suitable for fast moving
STAs, which have less time to perform authentications in
candidate APs. This issue is also relevant when the moving
STA loses connection with the currently serving AP before
authenticating in a new one.

In [6] was proposed an architecture where an STA may
communicate after being reassociated and before running
the remaining 802.1X authentication phases (2 and 3). The
communication is tunnelled to the previously serving AP
through Dynamic Secure Tunnels. These tunnels are created
on demand during reassociations, with the help of the AS,
and stay afterwards for serving other STAs. However, this
approach is likely to complicate APs, since they have to
decrypt and validate layer 2 frames coming from the radio
link and from security tunnels and, vice-versa, they have
to encrypt layer 2 frames to be sent by radio or through
a security tunnel. Spoofed reassociation requests may also
lead APs to initiate the creation of useless tunnels.

In [13] was proposed an architecture based on a secure
3-party key distribution protocol, using a local HOKEY
server [7] besides the usual 802.1X entities, Authenticator
an AS. The HOKEY server reduces the duration of the sec-
ond 802.1X phase, by replacing the full EAP authentication
by a local ERP (EAP Reauthentication Protocol [17]) au-
thentication between the STA and the HOKEY server. The
HOKEY server uses derived EAP keying material for ERP,

uploaded by the local AS, this way eliminating roundtrips
to a remote AS. However, we still have the same phases of
802.1X: phase 2, now with ERP, and phase 3 (4WHP).

In [5] was proposed an architecture where a currently serv-
ing AP provides the STA a credential that enables its fast
reauthentication in future serving APs. It requires all APs
to share a common secret key, Kyet, which is used to au-
thenticate credentials and to secretly compute keys shared
between STAs and new serving APs. This approach has sev-
eral security drawbacks that derive from the sharing of Kyet
among all APs: compromise of an AP leaks Kyet, allowing
the attacker to freely generate credentials and to run any
number of rogue APs. Furthermore, an attacker knowing
Kyet can obtain secret keys from eavesdropped reauthenti-
cation frames, thus compromising the security of past and
present communications. For all this, the Knet needs to be
updated frequently in all APs and strong authentication pro-
tocols are must be executed after the fast reauthentication,
which should only allow limited connection periods.

In [10] was proposed an hybrid approach, where there
is some context migration between APs and some context
recreation between the STA and the new serving AP. APs
are dynamically clustered using Neighbour Graphs [15], and
on each cluster there is a Cluster Roaming Key (CRK) per
visiting STA. This CRK is computed from the initial STA
PMK and from the (current) list of cluster members. This
CRK is used by the STA and serving AP to derive their own,
local PMK without message exchanges. Using a per-AP
PMK, an STA performs an equivalent 4WHP using only the
two 802.11 reassociation request/response frames (which are
authenticated). However, using only two messages requires
a “self nonce generation” the STA must guess the nonce the
AP will use for deriving PTK from PMK. Guessing failures
require two more synchronization frames.

This proposal is very similar to ours; however, there are
some fundamental differences. Similar aspects are the us-
age of 802.11 protocols for 802.1X-like authentication and
the authentication of reassociations. The management of
PMKs, however, is completely different: they have to man-
age clusters of APs and to provide clustering information
to STAs, which require it for computing CRKs, while we
do not care about AP clustering. Furthermore, they do not
provide fast reassociation when the STA moves between APs
belonging to different clusters. Finally, a compromised AP
in a cluster is able to derive the STA’s PMK used by all other
APs in the same cluster (this problem also exists in [11], but
with lower risk), while in our proposal the PMK used in each
AP cannot be used to compute the PMK used in all other
APs.

The 802.11r standard initiative [9] aims at reducing the
security overhead during AP transitions. The two most ob-
vious security-related contributions are the clarification of
opportunistic key caching in APs and the elimination of the
4WHP that in the current 802.1X follows reassociations.

The 802.11r defines a new EMSK-based key hierarchy and
the concept of Mobility Domains. A group of APs jointly
forms a single Mobility Domain and in doing so gain access
to a common, EMSK-based key hierarchy for an STA. Op-
timistically, an STA assumes that such key hierarchy exists
in the target AP when roaming occurs (opportunistic key
caching). If it does not exist, then an unexpected latency
may occur while the target AP collects this information from
its holder. However, the 802.11r does not specifies how or



when this key hierarchy is uploaded in advance to the APs
of the same Mobility Domain and how APs fetch key hier-
archies on demand. All these key management actions are
implementation dependent.

Our proposal is inline with 802.11r concerning the elim-
ination of the 4WHP after a reassociation. But our pro-
posal goes further ahead, specifying how target APs obtain
the keying material, thus making our proposal implementa-
tion independent. The key material is distributed without
requiring architectural changes in the network elements to
support inter-AP protocols, either vendor-specific or other
standard like CAPWAP [22] from IETF. Furthermore, the
APs of the same Mobility Domain obtain new key material,
namely PMKs, which are unique for each AP-STA pair and
not shared by all APs of the same Mobility Domain, as in
802.11r. This way, the compromise of an AP of a Mobility
Domain does not compromise the security of past and fu-
ture communications of STAs with other APs of the same
Mobility Domain. Finally, we provide authentication for re-
association protocols, while 802.11r does not.

4. OUR CONTRIBUTION

Our goal is to perform fast 802.1X reauthentications
to minimize reassociation handovers, while not using the
802.1X approach for implementing them. Namely, in reau-
thentications we want to achieve exactly the same results of
802.1X but with the shortest possible set of frame exchanges
after initiating a reassociation with another AP.

Our proposal for implementing fast and secure handovers
is to use two existing 802.11 protocols, authentication and
reassociation, with extensions capable of providing all the
functionalities of an 802.1X reauthentication. By doing so,
we are able to completely skip phases 2 and 3 of 802.1X, us-
ing only its first phase for reauthentication, key distribution
and reassociation (c.f. Figure 3) .

We assume that 802.1X reauthentications can only oc-
cur after an ordinary 802.1X authentication. This previous
authentication is responsible for producing and distributing
secret material that will be used to carry on one or more
fast reauthentications. This approach is inline with the fast
reauthentication goals presented in [7].

According to Section 2, we have the following require-
ments for a fast 802.1X reauthentication:

1. Install a fresh, secret PMK in both STA and AP;
2. Use PMK and two nonces to produce a new PTK;
3. Confirm a common knowledge of PTK;

4. Exchange authenticated RSN IE capabilities;

5. Send a confidential GTK from the AP to the STA.

We handle the two first requirements in a new 802.11 au-
thentication protocol and the two last requirements in a new
802.11 reassociation protocol (see Figure 6). The third re-
quirement will be handled along both protocols.

Just to clarify the reader, we will use a modified 802.11
authentication protocol to implement the new, fast 802.1X
reauthentication protocol. This is a completely new ap-
proach, since currently 802.11 and 802.1X authentications
are totally independent from each other. Therefore, in the
text we may use either the expressions “802.1.X reauthentica-
tion” or “new 802.11 authentication” to refer to this protocol,
depending on the context.

Supplicant Authenticator | Reauthentic. Local Remote
(STA) (AP) Service (RS) AS AS
§02.11 auth. &
(rejassociaticn
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Figure 5: Reauthentication Service: integration
with the 802.1X architecture and secret material up-
loaded to it (SDP and RK) by the local AS upon a
successful EAP-based authentication within 802.1X.

4.1 Reauthentication Service

The Reauthentication Service (RS) is a new service that
we use for handling fast 802.1X reauthentications. Following
the terminology of 802.11r, the RS is the enabler of a Mo-
bility Domain, which is formed by all APs that know how to
reach and securely interact with the RS for handling STA’s
reauthentication requests.

The RS replaces the AS for reauthentications. We con-
sider that in each domain managed by a local AS there is
an RS, which receives secret reauthentication material from
the former. We assume that the RS is able to authenticate
AS messages and these can only be understood by the RS.

The RS can be implemented in two different ways: (i)
as part of the local AS; or (ii) as an independent, HOKEY
server [16]. Note that if RS is part of the local AS, and not
a separate service/host, the secure communication between
them as no extra management overhead.

The APs use the RS instead of the AS for handling STA “s
802.1X reauthentication requests. We assume that there are
security associations between all APs and the RS, similar to
the ones that exist between APs and the local AS. These
security associations are fundamental to (i) authenticate RS
messages to APs and to (ii) enforce the confidentiality of
keys provided by the RS to the APs. Using the terminol-
ogy of 802.11r, the Mobility Domain of an STA is the set
of APs that have a security association with the local RS.
Again, if the RS is part of the local AS, and not a sepa-
rate service/host, the 802.1X architecture guaranties these
assumptions, because it uses a security association between
each AP and the local AS.

4.2 Initial 802.1X authentication

As previously stated, for the new reauthentication proto-
col we assume that some secret material was produced by
a previous, ordinary 802.1X authentication. Such material
is a key and a related unique identifier: Reauthentication
Key (RK) and STA Digital Pseudonym (SDP).

These two values are computed by both Supplicant and
AS during an ordinary 802.1X authentication and uploaded
by the latter to the RS (see Figure 5). The RK will be used
to generate a fresh PMK for each reauthentication request
tagged with SDP.

After an 802.1X authentication, a Supplicant shares a se-
cret EMSK with the AS that authenticated it. We will use
this key to derive the values of RK and SDP as follows:

RK = PRF-X(EMSK,“802.11 authentication”)
SDP = PRF-X(RK,ID)



where the PRF-X (Y') represents the first X bits computed
over Y by a pseudo-random function for key expansion de-
fined in [12] and where ID is the identification of the Suppli-
cant provided to the AS during its authentication. Accord-
ing with [21], RK is a Domain Specific Root Key and SDP
is a Domain Specific Usage Specific Root Key.

We use the SDP for uniquely identifying an authenticated
session of an STA instead of its MAC address. The reason for
doing so is that an SDP cannot be spoofed by an attacker, as
it derives from EMSK, while a MAC address can be spoofed.
This way, an attacker cannot use spoofing attacks to install
in the RS a new RK for a victim STA.

Given the security assumptions of Section 4.1, the upload
of SDP and RK from the AS to the RS is as protected, in
terms of secrecy and integrity control, as the upload of MSK
from the same AS to an AP (Authenticator).

4.3 New 802.1X reauthentication protocol

The new 802.1X reauthentication protocol uses the basic
structure of 802.11 authentication protocols, while carry-
ing extra data in frames’ payload. We use only two 802.11
frames, one Authentication Request and one Authentication
Response, for performing the reauthentication on the wire-
less medium, though the complete protocol involves two ex-
tra messages between the AP and the RS (see Figure 6):

STA AP Auth. Req., SDP, {K}px, NI, MIC (K)
AP—RS | SDP, {K}py, N1, MIC (K)
AP—RS | SDP, N3, PMK

STA—AP Auth. Resp., N2, N3, AT, MIC (KCK)

where PMK = hash (K,N3) and KCK is computed from
PMK, N1 and N2 as in 802.1X (cf. Section 2).

First, the STA generates a nonce N1 and a random key K.
Then it sends an Authentication Request to the AP, contain-
ing its SDP, K encrypted with RK, N1 and a MIC computed
with K. The AP forwards all these values to the RS, which
uses SDP to find the STA’s RK. Once knowing RK, it ex-
tracts K, validates the MIC and, if valid, generates a nonce
N3, hashes it with K for producing PMK and sends the PMK
to the AP, together with N3. The final Authentication Re-
sponse contains two nonces, N2 and N3, the first generated
by the AP and the second by the RS, and a MIC computed
with KCK. The STA uses N3 to compute PMK, and this
key, together with N1 and N2, to compute the shared PTK
(and its components KCK, KEK and TK) as in 802.1X. The
KCK component of PTK is then used to authenticate the
received message.

At the end of this protocol, STA and AP share a fresh
PTK. Its freshness is ensured by random values and nonces
provided by all three protocol players: K and N1 (from the
STA), N2 (from the AP) and N3 (from the RS).

As 802.11 Authentication Requests can be replayed, at-
tackers could install new, fresh PMK and PTK keys in APs
on behalf of spoofed STAs, creating two different DoS prob-
lems: (i) APs could get flooded by old, useless security as-
sociations for STAs that may no longer be around and (ii)
attackers could interfere with security associations that are
currently being used by STAs, by installing new keys. For-
tunately, both problems can be solved very easily by using
a monotonic, sequence counter for producing the nonce N1.
With this strategy, the RS can detect and refuse replays of
reauthentication requests for a given SDP; all it has to do
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Figure 6: New 802.1X reauthentication and 802.11
reassociation protocols and interoperation with RS.

is to keep and check the previous, valid value of N1 used in
the last successful reauthentication request of that SDP.

At the end of this protocol, the STA believes that the AP
knows the new keys, PMK and PTK, because the Authenti-
cation Response is authenticated with KCK, a part of PTK.
Therefore, STA can be sure the AP is genuine (belongs to
the target network), otherwise it could not have received
the key PMK from the RS. On the contrary, the AP is not
yet convinced that the STA knows PMK and PTK. This
proof will be provided latter, during an association or re-
association. Nevertheless, the AP may consider the STA
authenticated, because of the positive reply from the RS.

The AT in the Authentication Response indicates the pe-
riod the AP will keep the security context (authenticated
state and secret keys PMK and PTK) negotiated with the
STA. If the STA does not get associated to the AP be-
fore AT, the AP removes the security context without any
warning. This simple mechanism prevents APs from getting
flooded with security contexts, while giving STAs some feed-
back about the lifetime of their security contexts’ caching in
APs. Furthermore, APs are free to manage independently
their security contexts, namely they can use different caching
periods.

A mobile STA should use this reauthentication protocol
with all neighbour APs as soon as they become suitable
targets for roaming. This can take place during AP scan-
ning/probing phases, when the STA looks for APs more in-
teresting that the one actually serving it [19, 14, 24]. Note,
however, that while scanning/probing phases may occur fre-
quently to better decide when to roam to another AP, au-
thentication with each neighbour AP needs to be performed
once for some time, which depends on the AP security con-
texts’ caching period (conveyed to the STA by the AT field
in the 802.11 Authentication Response).

4.4 New 802.11 reassociation protocol

The new 802.11 reassociation protocol has two differences
regarding the current one: (i) authenticates exchanged RSN
IE values and (ii) sends a group key GTK from the AP to the
STA. This is achieved with some extra fields in the 802.11
Reassociation Request and Response frames (see Figure 6):

STA—AP | Reass. Req., MIC (KCK)
STA—AP | Reass. Resp., {GTK} gz, MIC (KCK)

The MIC values in both request and response authenticate
RSN IE values exchanged in the payload. Furthermore, the
MIC in the request proves to the AP that the STA effectively
knows PMK and PTK.
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Figure 7: AP state diagram concerning 802.11
and 802.1X authentication, 802.11 association and
802.1X port state. The actual state diagram is on
the left; the state diagram of our 802.1X fast reau-
thentication and 802.11 reassociation is on the right.

These modifications could be applied as well to the 802.11
association protocol. The only difference between them is
that a Reassociation Request frame contains an extra field
with the MAC address of the AP formerly serving the STA.

4.5 New AP 802.11/ 802.1X state diagram

The new 802.1X reauthentication and 802.11 reassociation
protocols need to be handled in the context of a new state
machine within an AP. Figure 7 shows two state diagrams,
one for the current 802.11/802.1X authentication and asso-
ciation (left) and another for our new protocols (right).

In the state diagram on the right, we can see that after
the new 802.1X fast reauthentication, both AP and STA
are already authenticated in terms of 802.11 and 802.1X.
Then, after the new 802.11 reassociation, the STA becomes
associated to the AP and the 802.1X port in the AP can im-
mediately be open, because 802.1X authentication is already
completed. This fact enables both AP and STA to start ex-
changing data frames without further delays'. Therefore,
after the reassociation, no security-related delays contribute
to handover outage delays.

This new state diagram differs slightly from the one pro-
posed by B. Aboba in [2] (see Figure 8), where the PMK is
installed when the STA becomes authenticated and the PTK
is installed when the STA becomes associated. In fact, there
is no problem in anticipating the installation of PTK and
there are even some benefices, such as allowing the authen-

!Nevertheless, the AP may not immediately start sending
data frames because of delays in the update of switching
tables.

Install PMK Install PTK
State 1: State 2: State 3:
unauthenticated authenticated authenticated
unassociated unassociated iated
remove PMK remove PTK

remove PMK & PTK

Install PMK & PTK
State 1: State 2: State 3:
unauthenticated authenticated authenticated
unassociated unassociated associated
remove PMK & PTK

remove PMK & PTK

Figure 8: State diagram proposed by B. Aboba (top)
and our state diagram (bottom).

tication of management frames, namely the authentication
of reassociation protocol runs with KCK.

5. SECURITY EVALUATION

A security enhancement introduced by our handover pro-
tocol is that reassociation requests are authenticated. This
authentication prevents attackers from creating Denial-of-
Service (DoS) scenarios with spoofed reassociation requests.

The 802.11i assumptions for RSN environments state that
the STA and the AP generate a different, fresh PTK for
each session between the pair [18, §8.1.4 g)]. Since the exact
meaning of the term session is not clarified in the standard,
we assumed that a session may span several associations
with the same AP2. Under this assumption, we provide a
different, fresh PMK for each session and a fresh, derived
PTK. The freshness of PMK is ensured by the STA and by
the RS, with K and N3, respectively; the freshness of PTK
is ensured by the freshness of PMK and the two nonces, N1
and N2, provided by the STA and AP, respectively.

A TGi fast roaming goal, also stated in [3], is that com-
promise of one AP must not compromise past or future key
material. Our proposal goes towards meeting this goal, as
the PMK in each AP cannot be used to compute the PMKs
used in other APs (assuming that hashing functions used to
compute PMK are one-way). For fully meeting this goal,
we also have to ensure that secret associations between APs
and RS are independent, in the sense that compromise of
one AP does not help to compromise security associations
established by other APs with the RS.

Wireless eavesdroppers should not be able to cryptanal-
yse keys K or RK used by an STA. The cryptanalysis of
K enables an attacker to eavesdrop, tamper and hijack an
otherwise secure session between the STA and an AP. The
cryptanalysis of RK is even more dangerous, it enables an at-
tacker to impersonate the STA, to fool the STA with a rogue
AP and to cryptanalyse K keys generated by the STA.

If K is randomly generated by an STA, then attackers have
first to cryptanalyse RK to decrypt {K}z. However, the
only values that attackers observe encrypted with RK are
random K values, thus only exhaustive search seams usable
to find RK or K. Therefore, choosing large enough RK and
(random) K values, with at least 128 bits, should be enough
for preventing successful exhaustive key search attacks.

20therwise, they would have used the term association in-
stead of session.



The new authentication and reassociation protocols, to-
gether, are quite similar to the 802.1X 4WH protocol. The
differences are that (i) the messages are sent in the oppo-
site direction (the initiator is the STA, while in the 4WH it
is the AP), (ii) the first message is authenticated, while in
the 4WH it is not and (iii) PMK is negotiated by the first
two messages. Therefore, assuming that PMK is secretly
distributed, our protocols, together, are more secure than
the 4WH, which is considered secure. Since PMK is com-
puted from K and above we showed that eavesdroppers are
no able to cryptanalyse it, then we can conclude that our
two protocols are at least as secure as the 4WH.

We used the Avispa tool [23] to analyse our new protocol.
Namely, we evaluated the reachability of the following goals
by legitimate players: secrecy of K and GTK and authenti-
cation of received N2, N3 and RSN IE values. We found no
problems in reaching these goals and we did not find attacks
against the protocol.

6. PRACTICAL CONSIDERATIONS

A long-standing problem of 802.11i pre-authentications is
the distribution of GTK keys. In fact, running a 802.11i
pre-authentication protocol between an STA and an AP dis-
tributes a GTK to the STA, but the key may change until
the effective association of the STA to AP. We solve this
problem in a very simple way, as GTK keys are distributed
only when reassociations happen.

Unlike solutions that migrate security contexts, we negoti-
ate a security context with each candidate AP. Therefore, we
tolerate differences in security capabilities of APs, as long as
they implement our two new protocols. Natural differences
between APs are the set of supported cipher suites. For
example, an STA may which to use AES CCMP whenever
possible and TKIP otherwise, and not all APs may support
AES CCMP. In this case, our solution gracefully adapts to
the resources provided by each STA.

Our protocols follow the recommendations of [7] concern-
ing backward compatibility and impact to existing deploy-
ments (changes are required but are reduced and do not
sacrifice performance). STAs can detect if a network or AP
does not support fast 802.1X reauthentication by using In-
formation Elements in 802.11 Beacon or Probe Response
frames.

7. IMPLEMENTATION

We implemented a prototype of our protocols using Linux
(Fedora Core 8) and the MadWifi driver, tools and daemons.
This driver was updated to implement the protocols in both
STAs and APs.

The main goal of this prototype was to evaluate the min-
imum handover latency using our new protocols. As previ-
ously explained, when a reauthentication is realized by an
STA in advance, the latency depends solely on the time to
perform a reassociation. Consequently, we did not imple-
ment the RS as a separate service, but as part of the AP
driver, because we were not interested in measuring reau-
thentication delays. An external application, namely the iw-
priv tool, was used to provide SDP-RK pairs for the driver.
The driver running on a STA keeps only one pair; the driver
running on a AP keeps all provided key pairs, overwriting
existing ones.

The driver was extended to allow STA applications,
namely the iwpriv tool, to perform reauthentications in ar-
bitrary APs using a previously downloaded SDP-RK pair.
After a successful reauthentication, the drivers of both STA
and AP keep internally an association between the MAC
address of the peer and a PTK. For the reauthentication
protocol we chose a new protocol number, 2 (0 is used for
OSA, 1 for Shared Key Authentication).

The driver was extended as well to allow STA applications
to perform reassociations. Upon a reassociation request for
an AP, given its MAC address, the driver looks for a lo-
cal MAC-PTK association and, if present, starts the new
reassociation protocol using PTK. After a successful reasso-
ciation, the drivers of both STA and AP update association
information, namely the keys for protecting data exchanges,
derived from the TK portion of PTK.

In this prototype implementation, we used AES to encrypt
K and GTK, HMAC SHA-1 to compute the MICs with K
or KCK and SHA-256 for computing PMK from K and N3.
For the AES we used 128 bits for both keys and data blocks.

8. PERFORMANCE EVALUATION

For evaluating the minimum delay of our secure handover,
we measured the delay of forced reassociations between an
STA and two APs using 802.11g. For both STA and APs
we used equal Linux operating systems (Fedora Core 8)
and wireless network interfaces (Netgear WG511T, with the
Atheros chipset). For the AP hosts we used two equal 3.2
GHz Pentium 4 desktop hosts; for the STA we used a 1.7
GHz Pentium M laptop.

From network captures with WireShark we observed that,
in average, the new 802.11 reassociation protocol takes
1.5 ms. To accurately measure this delay, the STA driver
sends a null data frame immediately after the reassociation;
the reassociation delay is thus the interval between the ob-
servation of the 802.11 Reassociation Request and the null
data frame.

The delay of 802.1X authentications was evaluated in [4]
and the minimum value (150 ms) was obtained with 802.1X
fast resume; the minimum values obtained for a full 802.1X
and for the 4WHP were 750 ms and 10 ms, respectively.
Thus, our minimum reassociation delay is at least two orders
of magnitude smaller than the lowest delay with 802.1X and
at least one order of magnitude smaller than the 4WHP
delay. This happens because we use less frames, only 2, while
802.1X uses at least 8 and 4WHP uses 4. Furthermore, AP
does not need to contact other network entities to perform
an authenticated reassociation, while in 802.1X the AP has
to interact with the local AS.

Comparing our performance results with the ones pre-
sented by similar contributions (the ones that totally or
partially recreate security contexts in new serving APs), we
clearly outperform them. In [6] an STA may have to wait
for the establishment of a secure tunnel between the cur-
rent AP and the previously serving AP, with the help of an
AS, after a reassociation. The delay of such procedure was
not evaluated but surely it is much higher then 1.5 ms, as it
uses 6 messages. In [13] the authentication and key distribu-
tion with ERP and an HOKEY server after a reassociation
takes more than 184 ms. In [10], which partially uses secure
context migration, the handover delay is higher than 8 ms
(value obtained with a simulator).



9. CONCLUSIONS

We presented a new approach for achieving fast, 802.1X-
like authentications during reassociations. Our approach re-
covers the original 802.11 model, using authentications prior
to reassociations. This way, we are able to remove reau-
thentication delays from handover outage delays, since they
can be executed before reassociations (see Figures 1 and 2),
and to authenticate reassociation protocols, which is useful
against DoS attacks. Performance valuations on a prototype
showed that handover delays can be reduced down to 1.5 ms.

The proposed architecture uses a key hierarchy starting
in EMSK and a Reauthentication Service for dealing with
fast 802.1X reauthentications of STAs. This new service
can be implemented by an AS or an HOKEY server. Fi-
nally, we do not require special configuration facilities from
network equipments, no topological information regarding
the actual deployment of APs and no homogeneity among
facilities provided by APs (e.g. homogeneous cipher suits).
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